10/509535 

DT04 Rec'd PCT/PTO 2 A SEP 2004 

ALARM AND CONTROL SYSTEM FOR A SWITCH CABINET 

Description 

The invention relates to an alarm, or monitoring, and control system for 
at least one switch cabinet that can be opened and closed by an 
operator. 

An alarm and control system of this type is described in 
DE 200 06 373 U1; the core of this known alarm and control system is 
a single module with a microprocessor to which a plurality of function 
units are connected. Thus, input units such as a keyboard, a 
transponder unit, and/or an optical sensor for receipt of a finger print 
are connected to the module or, respectively, to its microprocessor, 
whereby the corresponding signals are processed in the 
microprocessor of the module such that the received signals are 
compared with verification codes stored in the microprocessor and the 
result is transmitted to an electrically functioning locking unit of the 
switch cabinet connected to the module as a control command 
commanding the release of the door lock controlled by the locking unit 
or, in the event of the absence of agreement between the received 
signal and the justification code, commanding the door lock to remain 
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closed. In association therewith, further signal processing tasks are 
performed by the microprocessor; thus, the microprocessor controls 
the energy supply for all connected units, and furthermore, a 
connection to external network devices such as, for example, a mobile 
telephone network, is produced or, respectively, operated. 

The disadvantage is connected with the known alarm and control 
system that the microprocessor forming the core of the module must be 
designed in correspondence with the respective prescribed function 
requirements and control requirements. As the requirement profiles 
can change during the lifetime of the switch cabinet or, respectively, 
during the lifetime of the installed alarm and control system, the 
microprocessor is, on the one hand, designed with a corresponding 
reserve in order to connect, as the occasion arises, to further function 
units and to perform additional signal processing. As a consequence 
thereof, the installed capacity reserve, which is connected with 
additional costs, remains unused during conditions in which there is no 
occurrence of an alteration. On the other hand, if the microprocessor is 
designed in correspondence with the actual requirements of the alarm 
and control system an its installation, an expansion of the requirement 
profiles is only possible if a new microprocessor with correspondingly 
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larger processing capacity is deployed which is, in any event, 
expensive. A further disadvantage to be noted is that, with respect to 
the known alarm and control system, a disturbance of the function or, 
respectively, a fallout of the microprocessor leads to a fallout of the 
entire control of this switch cabinet that can have significant 
consequences for the operational security of such devices. 

The invention offers a solution to the challenge of making an alarm and 
control system available for a switch cabinet that is more flexible in its 
design and by whose deployment the operational security of the 
system is collectively improved. 

The solution to this challenge is to be found in the advantageous 
embodiments and configurations of the invention comprised in the 
subject matter of the patent claims which follow this description. 

The invention provides, with respect to details thereof, an alarm and 
control system by which the switch cabinet comprises an electronically 
functioning locking unit for closing and releasing the switch cabinet 
door lock and by which is provided a plurality of modules with closed 
loop functioning scopes, each module having a respective 
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microprocessor for signal processing, and the plurality of modules 
being connected via a data bus serving to provide exchanges of 
information and the modules processing independently of one another 
the signals conducted thereto and outputting a decision signal as the 
processing result. 

The advantage is connected with the invention that the functions or, 
respectively, the function controls, that are to be installed in an alarm 
and control system are designed to be separate from one another and 
to be outfitted with organic intelligence in the form of installed 
microprocessors operating independently from one another, the 
modules each performing a self-contained closed signal processing 
loop. Thus, in accordance with the embodiments of the invention, 
separately operating operator modules, input modules, grip modules, 
control modules, communication modules, or sensor modules are 
provided each of which has available a respective organic 
microprocessor. The above-noted enumeration of the modules to be 
installed on the alarm and control system in correspondence with the 
respective requirement profile is not comprehensive; the listing permits 
recognition of the significant advantage offered by the inventive alarm 
and control system in contrast to the state-of-the-art that a change in 
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the requirement profile can be taken into consideration in a simple 
manner and that additional modules having, as the occasion arises, an 
organic intelligence, can be integrated into the alarm and control 
system without having to undertake changes on the further, already 
available modules. As a consequence of this, the individual modules 
with their microprocessors can be accommodated to, and designed for, 
the individual requirements that are prescribed by the concrete signal 
processing tasks. As a further advantage, a disturbance in a module 
or, respectively, a falling-out of a module, does not negatively impact 
the additional functions of other modules or negatively impacts only 
those modules within the respective loop in which the decision signal 
outputted by the effected module is to be further processed. Thus, for 
example, two operator modules can be available that are so arranged 
that, upon the disturbance of an operator module, the control of the 
switch cabinet via the second operator module is, in any event, 
possible. Additionally, only one module needs to be exchanged out in 
such an event, without having to take into consideration exchange 
effects with the other connected functional units. 

A further advantage exists in that the data exchange between the 
individual modules is limited to a minimum as the respective signal 
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processing proceeds in a decentralized manner in each individual 
module; this opens up the possibility of conducting, with only a limited 
effort required, the data exchange in an encrypted manner. Also, the 
deployment of several identical modules with identical processing 
scopes as a security reserve or with parallel work scopes can be 
implemented in a simpler manner. 

The alarm and control system is, in accordance with an embodiment of 
the invention, also deployable such that a plurality of switch cabinets 
are connected with one another via the data bus and, in each switch 
cabinet, modules with closed off function scopes are arranged whose 
decision signal is to be transferred to the subsequently-operating 
modules of other switch cabinets. 

With respect to details thereof, in accordance with one embodiment of 
the invention, an operator module connected to an input keyboard can 
be provided in whose microprocessor the input of a number 
combination via the keyboard is verified; in this connection, the 
respective number combination that opens access when justified by 
comparison of an input number combination thereto, can be deposited 
in the microprocessor of the operator module; an alternative possibility 
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resides in having the microprocessor of the operator module access, 
via the data bus, an externally connected data bank in which the 
access justification-opening numerical combination is deposited. In 
any event, there then follows the comparison of the number 
combination up to the outputting of a yes/no decision signal result in 
the microprocessor of the operator module. As a consequence thereof, 
the deployment of several operator modules with the same or with 
different function scopes is possible. 

Correspondingly, in accordance with an embodiment of the invention, 
at least one input unit connected to an input unit configured as an 
optical sensor or as a transponder device can be provided alternatively 
to, or in addition to, an operator module operated together with an input 
keyboard. Also, there follows the confirmation of the access 
justification via corresponding signal processing in the microprocessor 
of the input module. 

In accordance with the invention, at least one grip module that controls 
the function of the electrically functioning locking unit for closing or 
releasing the door lock of the switch cabinet is provided, whereby the 
grip module is active in response to the decision signal of an operator 
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module and/or an input module and controls at least one locking unit of 
a door lock. The grip module can be configured for this purpose to 
control in a groupwise manner a plurality of locking units for several 
locks that are arranged in a switch cabinet but which can be, as well, 
arranged in different additional switch cabinets connected via the data 
bus. 

In accordance with an embodiment of the invention, at least one 
communication module with a capability for communicating with 
external communication devices is provided via which, in a known 
manner, data that concerns the conditions of the individual modules 
can be transmitted to external net devices. 

Moreover, at least one control module that controls the energy supply 
of the module and/or the locking units is provided, whereby the 
connection to a network component is only effected via this 
corresponding control module. This control module can, in a manner 
similar to the state-of-the-art control described in DE 200 06 373 U1, 
control the energy supply of the individual modules in accordance with 
respective requirements. 
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In accordance with an embodiment of the invention, at least one sensor 
module connected to sensors for receiving information concerning 
environmental influences created in and/or on the switch cabinet can 
be provided. In connection with the environmental influences to be 
captured, these can relate to, for example, the temperature or the 
moisture in the interior of the switch cabinet, the development of 
smoke, or vibrations that occur. The electrical power conducted from 
the network into the switch cabinet is to be counted as well as an 
environmental influence that requires a control. Different sensors are 
to be arranged with respect to the various environmental influences, 
the signals of such sensors being transmitted to a central sensor 
module in which such signals are processed into a decision signal. It 
can, however, also be provided that a sensor module is connected, 
respectively, to each individual sensor or is connected to sensors 
arranged together in a groupwise manner. 

Finally, it can also be provided, in accordance with an embodiment of 
the invention, that at least one externally arranged databank is 
connected to the data bus, into which corresponding signals from the 
individual modules can be transmitted or in which base data is stored 
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that the modules can or must access per the respective requirement 
profile. 

The arrangement of the decentralized modules with their own organic 
microprocessors further provides, in an advantageous manner, the 
possibility of configuring an automatic, cyclic test circuit for monitoring 
of the function of the individual modules in order to recognize error 
sources in a timely manner. In any event, the individual modules can 
be configured in an advantageous manner to be programmable within 
their function scopes, whereby, as well, a software update of the 
modules via the data bus is provided. In total, within the alarm and 
control system, the deployment is possible of modules influencing the 
core functions as well as modules that are customer specific and, as 
such, are use-oriented, so that the inventive alarm and control system 
can be variably accommodated to the requirements as a function of the 
special deployment conditions of a switch cabinet. 

In the drawing, an embodiment of the invention is shown. The sole 
figure of the drawings shows a switch cabinet with the modules 
allocated thereto in a schematic representation. 
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A switch cabinet is designated as switch cabinet 10, and is coupled to 
the data bus 1 1 ; as the occasion arises, the data bus also leads to 
further switch cabinets 10. In the context of the illustrated switch 
cabinet 10, an operator or control module 12 with its own organic 
microprocessor is connected to the data bus 1 1 , the function of this 
module having already been described. The same applies as well for a 
grip module 13 that is coupled, in addition to its connection to the data 
bus 1 1 , as well with a locking device 17 for a not-illustrated door lock of 
the switch cabinet, so that a corresponding release signal can be 
transmitted to the locking unit 17. 

Furthermore, an input module 14 and a control module 15 are 
connected to the data bus 11, as well as a communication module 16, 
that, in addition to its connection to the data bus 1 1 , is connected via a 
further connection with an external communication network 18. The 
individual functions of the above-noted modules have been described 
herein above. 

The features of the subject matter of this case as set forth in the herein 
above description, the patent claims, the summary, and the drawings, 
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can be important individually or in desired combinations with one 
another in order to realize the invention in its various forms. 
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